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The Basics: Username, Password, Profiles and Domains

The Microsoft Windows OS is built on the foundation of a shared device. Every user of the device needs a unique user name and
password which is combined with a unique set of configuration options called a profile. Profiles consist of the Documents, My
Pictures, Desktop, Shortcuts, and many other user specific configuration items. To ensure privacy with each profile, Microsoft
created the "NT File System," or NTFS, which controls the permissions to the individual files and folders that make up a user
profile. With a username, a password, a profile, and NTFS you have the foundation of the Windows OS security model. In practice,
an end user turns on a computer, is asked to enter in the username and the password and the Windows OS chooses the
corresponding user profile and the end user is off and running. Over time the requirement to type in a username and password
is being augmented with biometric solutions like Windows Hello or device pin codes.

Microsoft provides IT Administrators two choices for username, password, and profile management :

Option 1: Workgroup

In this de-centralized approach the user name, password, and profile is created on the device. This method is seeing a resurgence
in the industry as companies move away from Microsoft solutions and implement technologies like Okta Universal Directory

Option 2: Domain

In this centralized approach the user name and password is created on a Windows Server named a Domain Controller (DC). User
profiles are created locally on the device, but access to the profile is controlled through the Domain Controller. There are two
types of Domains: Active Directory (AD) and Azure Active Directory (AAD). The core difference between AD and AAD is that with
AD the DCis installed in a customer's datacenter; but with AAD, the DC is running in Microsoft's Azure Cloud infrastructure. A
third method often referenced is Hybrid Domain. In a Hybrid Domain, the computer is joined to AD and joined to AAD.

When configuring Windows 10 the 2 options above become 1 of 4 choices that must be determined during OS Setup:

1. Workgroup

2. Active Directory Domain (AD)

3. Azure Active Directory Domain (AAD)

4. Hybrid ( this is a combination of AD + AAD)



What is VMware Workspace ONE UEM's role in Windows OS Provisioning:

Workspace ONE UEM does not install the Windows Operating System (0S) on a computer hard drive.

It is up to the OEM or the IT Administrator to install the Windows OS. There are various methods to install the OS on a hard drive.
One of the most common techniques is for the IT Administrator to copy the OS install files to a USB key, then boot the computer
from the USB key which triggers the OS installation to begin. For a step-by-step guide to creating a USB key for this purpose,
reference Brooks Peppin's blog:

https://brookspeppin.com/2019/01/12/create-a-zero-touch-windows-10-setup-usb-key/

' The workflows below assume that the OS has already been installed on the hard drive !!!
Once the OS has been installed on the hard drive, part of the OS configuration steps involve choosing a user management model.
VMware Workspace ONE UEM's role is to automate the user management model choice, and then finish the configuration of the

OS. In summary... Workspace ONE UEM configures the OS, it does not install the OS.

IT Administrators have 3 primary options to choose from to automate the Windows 10/11 OS configuration:

1. Image the computer / Traditional. Most PC LifeCycle Management (PCLM) solutions like Microsoft's System Center
Configuration Manager (SCCM) use this approach

2. Microsoft Out-of-box Experience (OOBE) with our without Microsoft AutoPilot

3. Workspace ONE UEM Drop-Ship Provisioning

In a perfect world the three OS provisioning options would support the four Microsoft models (Workgroup, AD, Entra ID, Hybrid),
but they do not. For this reason it is critical to choose the right configuration model based on the customer's user profile

management model. The workflows below will detail each of the 3 methods to illustrate what choices are available.

Before continuing there are a couple more concepts to understand:

To automate many of the decisions necessary to complete the OS installation, Microsoft has created a template file. The template
file is an XML file named the unattend.xml. For automating the installation of applications during the OS Setup, a second
automation tool named a Provisioning Package (.PPKG) can be used. Workspace ONE UEM includes a method to create the
unattend.xml and .PPKG file for this purpose.

With the above background in mind, what follows below is a visual flow for each OS provisioning method. We begin with a high
level summary of the decision points. Each path below uses a color coded set of arrows to illustrate the choices available.

As a final note, it is possible to combine some of the workflows described below. For example Drop Ship Provisioning OFFLINE and
OOBE/AutoPilot could be combined. The purpose of the illustrations below are to document the base level configurations.
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Method 1 - Traditional PCLM aka Imaging (rough outline of the process, hundreds of variations on this model)
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Method 2 - Microsoft Out of Box Experience (OOBE) with and without Microsoft AutoPilot

Microsoft Out of
mputer for Box Experience MRl Choose Region
rsttime (OOBE) begins

I no Ethernet cable
plugged in, prompt
tojoin Wil

Want to add a Setup for Personal
Use or for an
Organization?

I this the right
keyboard layout?

Sign in with Microsoft
(work or school account)

Blue bores are
Microsoft 00E

men prompts Without MeroD
diployedduring Windows ey
Autopit e
Never
recommended
Entra ID Requires
work account) Uem
Consoe Entra D
2102
Cjest> ey Micmatwork
& fventhough AD s accourt
e end / -
user st Appl . M)
Create a Super LT Emaimont beppons
= o
Choose Securlly AD Domain Join
Attempted

(Repeat 3 fimes) *

Let Cortana Help

Vou Ge Things

Done.
Now,
p
account created
Process
Vs Fails

Computer Reboots

18 AD GFO
onfoured
for Fhord
Domain

Entra 1D

fer R
reated

Automated MDM

nrolled as UEM
aging User via

win a state that is
be enrolled in MDM but this
ed by the

s amanual step perform

end user*

e s of  7PKG, o 3 command ne
Installer o etsone o ar some of
ot automate HOM snvalmert
e of his OOBE okl but il epend ErlE e s
ontechnicalprofcincyof the end user s o
s vl - e e don by ' Admine VDM
nastogng oy

Staging U

atically replaced
jth end user

ated MDM




ne nevww provisionifg service that Arives his €htre Pprocess 15 avdlldbic 101 dll VIVIWAre CUSLOImeErs woriawiae ana Is not ULVl SPECITC. 1ThHe SPECITIC OTTering througr a
Dell paid SKU is still in the pilot phase and NOT available for sale at this point. When it is made available it's going to be available from Dell Direct AND this is ONLY

available in the United States of America.

Dell Customer
orders new
computer and on
the order form
template provides
Dell with the UEM

Dell Customer
sets up a profile
for Dell
Connected
Provisioning

Dell Customer
launches Dell

Dell Manufacturers
Device at Factory

Workspace ONE UEM
Drop-Ship Provisioning
ONLINE

Tech Direct Portal
to ordera
computer

(no Internet
access)

Register Device in
UEM Console
2310+ via
Devices > Drop
Ship Provisioning o e
> Add Device)

Widows 10/11
Professional is
installed

Alternative Path
for Non-Dell
Customers

Windows 10/11
Boots into Audit
Mode

To use this model customers
must have a working VMware
Workspace ONE UEM Console
with all Windows 10.11
applications imported into UEM

Download Generic Tech triggers a

script to start
VMware

provisioning
process

Provisioning Tool
from VMware

The Generic PPKG from VMwa

This process at Dell introduces an
additional 7-day delay to the total Provisioni
procurement cycle to receive a new
device from Dell. This gap is due to
the requirement to ship a computer
from Factory to 2nd touch

Provisioning Agent
launches

Provisioning Tool
Launches

Dell technician at 2nd
Touch Facility boots
computer in a rack with
Internet Connectivity

Widows 10/11 Boots
into Audit Mode

Provisioning Agent

Provisioning Agent
queries VMware
Provisioning Service to
determine customer
specific UEM tenant

Provisioning Agent
triggers MDM
enroliment as the
staging account
defined in the UEM
Console Workspace

ONE Drop Ship

End User
receives.

computer and
powers it on

This offering does not
support Entra ID at this
time. Coming in Future

Active Directory

Is computer
on same
network as.
DC?

VES

Establish pre-

logon VPN

Workgroup

& »-v

MDM Staging
User Replaced
with End User*®

Intelligent Hub
Launches and
Prompts for
Username and

Provisioning Settings
Page

Provisioning Tool

applies VMware
generic PPKG and
unattend.xml

Sysprep is run to Is AD GPO
In audi Hybrid
obootn audt Trigger ACC to create Domin Joln
computer object on enabled?

computer powers
off

Dell Ships Device to
Second Touch
Facility

Akey take away is that every time a
er runs through this p

do anything differen

is getting the latest version

MDM Enroliment as
Staging User Completes

Did UEM
Admin enable
UEM Domain

©

‘Computer downloads
device profiles and
applications based on
UEM Tag Provided

Once all apps are

installed, tech sees
Green screen letting
them know it's safe to

power off computer

Dell re-boxes PC and
ships it to the end user

YES

supported

domain, then retrieve blob
from DC then download
the blob to the device

Join Entra ID

the VMware
Tunnel app

password

All done!

o3y Hore -

&



https://resources.workspaceone.com/view/wpjykslvpplktqhsr394/en
https://resources.workspaceone.com/view/wpjykslvpplktqhsr394/en

Method 3b - Workspace ONE UEM Drop-Ship Provisioning Offline

Best Practice is to use this as a last resort - aim for Method 3A DSP ONLINE

(formally named Dell Factory Provisioning then renamed to Factory Provisioning)

Available for purchase via Dell / HP / Lenovo Direct SKU. Available for use by any other OEM or customer
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